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Abstract. Mobile applications (apps) facilitate the management of de-
vices and sensors from mobile devices in IoE environments. However,
their use carries risks for the privacy of their users: many of them man-
age personal data. The App-PI (App Privacy Impact) ecosystem analyzes
the impact of apps on privacy, addressing the challenge of knowing, un-
derstanding and mitigating these risks.
In App-PI, a metadata warehouse, a set of analysis tools that calculate
indicators, a visualization platform, and verification processes, collab-
orate. Data flows between these components to provide persons using
the visualization platform with accurate, reliable, and understandable
information. The warehouse hosts metadata related to the privacy and
security of mobile apps. The data flow starts with the collection and in-
tegration of data hosted in the warehouse. The analysis tools use these
data to calculate indicators that provide objective measures of the risk
associated with each app. These values are the input for a verification
process based on static analysis, which provides confidence. To make it
easier for end users to understand these indicators, they are displayed
on the visualization platform with easy-to-understand charts. The flows
and usefulness of this ecosystem are shown for health and wellness apps,
characteristic of IoE environments.
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1 Introduction

Mobile applications (apps) facilitate the management of devices and sensors
from mobile devices in IoE (Internet of Everything) environments. Among mo-
bile apps, health apps have become increasingly popular, providing users with
accessible ways to manage their health and wellness. However, sensors provide
personal data, that is, data whose access by non-desired third parties violates
user privacy. Prevention of this issue is logical, especially in a world in which the
amount of data breaches increases every day [11]. The tool that users have to self-
protect their privacy when using mobile apps is their device settings. There are
some analysis tools that help users to check app privacy impact. However, most
of them use concepts that do not correspond to what users can handle, which
hinders their ability to translate those results into effective self-protection. Also
related to the ability of users to protect themselves is the issue of the readabil-
ity of privacy policies. According to the General Data Protection Regulation
(GDPR)3, privacy policies should provide to end users clear and transparent
information to know how to tune these Settings. Actually, the readability of pri-
vacy policies has not improved since GDPR got into force as much as pretended
[19]. Therefore, end users need easy to understand tools that help them to make
good decisions to protect their privacy.

One problem for Privacy Enhancing Technologies (PET) developers working
for mobile environments is that it is difficult to find repositories with quality
metadata that can be used as input data. There are few of them, and those
that do exist often focus on security issues, which do not necessarily include
privacy issues. In the App-PI (App Privacy Impact) ecosystem a set of tools
and processes collaborate to offer a set of services that can be used by end users
and/or developers. The impact of apps on privacy is evaluated using privacy
impact metrics. Their results are offered in multiple formats and views, based
on concepts accessible to any type of user. The data used for these analysis
are read from the App-PIMD (App-PI MetaData) warehouse. In App-PIMD,
metadata about the privacy and security of mobile applications is stored and
can be accessed by means of an API (Application Program Interface). In order
to ensure data quality, the results obtained by privacy indicators a set of static
analysis processes are available, in which we verify metadata used to calculate
indicators. To our knowledge, there is no similar ecosystem in which visualization
tools, a metadata warehouse, indicators, and verification processes collaborate
to ensure the provision of quality data to PET developers, while also having the
quality of being easy to use.

The flows, and the usefulness of this ecosystem, are shown in a health and
wellness app, characteristic of IoE environments. We have chosen Samsung Health4

to illustrate the data flow in the App-PI ecosystem. We have chosen it because
it is one of the most popular health apps, and it also has good documentation

3 Recital 58, The Principle of Transparency.
4 Version 6.27.0.161.
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about the way personal data is collected and treated5. However, its management
of personal data is still be viewed with caution [25].

An introduction to the privacy issue in mobile apps is offered in section 2. In
section 3, we present the App-PI ecosystem and how it works on a health app,
Samsung Health. In section 4, the main conclusions are presented, while ideas
for future work follow in section 5.

2 Privacy and health apps in IoE

Health apps have become increasingly popular, providing users with convenient
and accessible ways to manage their health and wellness. The health app indus-
try generated $3.43 billion in 2023, a 9.9% increase on the previous year, and
were downloaded a total of 379 million times in 20236. However, there are con-
cerns about privacy and data protection. Sensors provide health data, which are
collected and analyzed by health apps, which themselves exchange these data
with servers, on which improved analytics of these health data can be obtained.
Data sharing and security risks derived from data breaches that can compromise
user data are two issues behind these concerns. In our opinion, users need tools
easy to understand and to use, irrespective of whether or not they are so accurate
as other tools can be. In this way, they can be active in their self-protection.

Health apps use data obtained from sensors, such as blood pressure, glu-
cose level, etc. Access to these data, which are especially private, has been orga-
nized by Google since October 2023 (Android 14)s in a special permission group,
HealthPermissions7. Access to these permissions is done through the HealthCon-
nect on-device data store, which provides APIs for storing and sharing health
and fitness data between Android apps.

2.1 Privacy assurance in mobile apps

User privacy when using apps has been a constant concern since they became
popular [20, 17, 8, 3]. To help users, the most important markets for app down-
loading, Google Play and Apple App Store, have recently introduced information
about data security. This information, which users can consult in the market it-
self, is based on statements that the developers provide voluntarily. Google has
begun to promote these practices more recently than Apple, since 2021 [7].

Both markets offer information about the apps’ possible access to a set of data
categories. In Android, these categories relate to the logical groups of permissions
that users can find in their device’s Settings. Permissions are the mechanism that
Android uses to control access to personal data handled by [18] applications. In
fact, this is the only mechanism that Android offers users to empower themselves
5 https://eu.community.samsung.com/t5/mobile-apps-services/samsung-health-
permissions/td-p/3252751

6 Source: https://www.businessofapps.com/data/health-app-market/.
7 https://developer.android.com/reference/android/health/connect/
HealthPermissions
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in protecting their privacy. They have no further capacity for action, except for
the decision of whether or not to install an app. The relationship (personal data,
permission) has motivated various works that investigate whether it is possible
to determine the level of risk for the security and/or privacy of users derived from
mobile applications based on permissions. Among the proposals are measures to
analyze the privacy impact of mobile applications [5, 14, 21, 2]. Shrivastava et al.
offer in [22] a compendium of the research carried out between 2010 and 2020.
In general, the greater the number of permissions an app requests, the greater
its impact on the privacy of its users [10, 6].

2.2 Metadata for privacy analysis in mobile apps

There are a few mobile application repositories [9]. One of the most voluminous
and most commonly used by the research community is AndroZoo [1, 16]. Since
December 2023, metadata extraction from Google Play has been added, making
it also available to those who use this warehouse. Priority has been given to the
availability and durability of the APK (Android Application Package) and the
information available in the official markets.

If we focus on privacy, the repositories where we can find data about the
impact of mobile applications are limited. The larger sets of data can be found
in Exodus Privacy8 and Privacy Grade9[12], though the latter is no longer active,
so it is not possible to find updated data. Exodus Privacy provides a warehouse,
including the list of permissions requested by apps and information related to
trackers [15]. This information is useful for building metrics for end users and
developers. However, as with AndroZoo, our experience in educational actifvities
concerning mobile privacy with end users shows that these users need easy to
understand indicators that they are able to match to something they can act
upon, such as the Setting of their devices. Users do not manage permissions
on their mobiles, therefore they are not able to translate this information into
actions they can take to control their privacy. What they manage are permission
groups. For example, Whatsapp requests 81 permissions; users do not have access
to 81 permissions on their mobile settings.

2.3 Studying privacy risks in health apps

With the rise of health apps, concerns about privacy and data protection have
also grown [23, 13]. There have been studies about their impact on user privacy,
most focused on the analysis of privacy policies from a legal perspective [24].
There are also technical studies in which data transfer, permissions, and other
technical issues are examined [4]. The main types of data collected include con-
tact information, user location, and several device identifiers (IMEI, MAC, and
IMSI), which can be used by third parties to track users across networks and

8 https://exodus-privacy.eu.org/
9 https://android-network-tracing.herokuapp.com/privacygrade
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applications. However, these studies are prior to the inclusion of the Health-
Permission category in Android, which dates from October 2023 and manages
health data obtained from body sensors.

3 Assessing a health app privacy in the App-PI ecosystem

In App-PI, a metadata warehouse, a set of analysis tools that calculate indicators
and visualization tools that make it easy for people to understand them, collab-
orate (see Figure 1). Data flow between these components and the App-PIMD
warehouse that hosts metadata (related to the privacy and security) of mobile
apps. The data flow starts with the collection and integration of data stored
in the warehouse. The analysis tools use these data to calculate indicators that
provide objective measures of the risk associated with each app. These values
are the input for a verification process based on static analysis, which provides
confidence. To make it easier for end users to understand these indicators, they
are displayed on the visualization platform by tools that represent them with
easy-to-understand charts. In this article, we focus on the data flow starting with
privacy metadata extraction, their storage, later use in privacy impact analysis,
and the final verification that provides confidence concerning the results of the
privacy indicators obtained.

Fig. 1. Main components of App-PI.
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Fig. 2. Data flow in App-PI.

3.1 Assessing an app’s privacy: The App-PI data flow

The data flow between the components in Figure 1 appears in Figure 2. The
ETL processes that load app metadata into the warehouse provide the first
set of data: app metadata. These metadata are used to compute the privacy
impact indicators during the analysis phase. Evidence of the access to user data
is provided using static analysis, confirming that the data used to obtain the
indicators are trustworthy. This is done during the verification phase.
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1. Obtain and load app metadata into the App-PIMD warehouse.
(a) Extract Phase: Obtaining the app file (apk file) and other app metadata.

The apps are downloaded from one of the various app sources in the
warehouse: APKPure, Evozi, APKMonk, APKFollow, and AndroZoo
are used for the apk file. Google Play is used to obtain the app category.
Its API is used to obtain data from Androzoo. However, the other data
sources have to be scrapped. These web scrapping processes have been
mostly implemented with pattern searches using regular expressions on
the links of each page, in such a way that it is independent of its visual
interface. In addition to those extracted app metadata, other metadata
about the extraction process for each app (source used, method, and
timestamp) are also kept. In this way, each app can be traced.

(b) Transform Phase: App decompilation and Processing of the AndroidMan-
ifest.xml file. This step receives the app category and the .apk file as
input. It is decompiled to get access to the AndroidManifest.xml file
and the rest of the app source code. As a result of this stage, we have
the source code files that form the app. Metadata is extracted from the
AndroidManifest.xml file: hash, package name, version code and name,
permissions, etc.

(c) Load Phase: Join Metadata. In this last phase of the ETL, the metadata
extracted are put together with data about the extraction process and
loaded into the warehouse.

2. Analysis Phase. Metadata in the warehouse are used to calculate privacy
indicators using tools that analyze them. Metrics providing easy to under-
stand, such as quantitative values, are preferred [2].

3. Verification Phase. A static analysis is performed and its results are aligned
with privacy indicators. To confirm the metadata in App-PIMD used by
indicators, the source code is analyzed. A search is carried out, for instance,
for permissions activation calls. If the results of the static analysis confirm
the metadata extracted from the AndroidManifest.xml file, it is guaranteed
that the indicators are based on data that can be trusted.

3.2 Case study: the Samsung Health app

To show this flow on an example, one of the most popular health apps, has
been chosen: Samsung Health. Version 6.27.0.161 of Samsung Health has been
analyzed10.

1. Obtain and load Samsung Health metadata into the App-PIMD
warehouse. This app is available on Google Play11. From its AndroidMani-
fest.xml file, we obtained information such as the list of permissions declared
by this app. Table 1 shows the number of permissions, classified by permission
10 Version 6.27.0.161 is available in the APP-PIMD warehouse.
11 https://play.google.com/store/apps/details?id=com.sec.android.app.

shealth
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type (Dangerous, Normal, Signature). From the total number of 75 permissions
this app requests, 50 of them are Dangerous, that is, permissions the users can
control on their devices. Health permissions are included in the Dangerous cate-
gory. However, users have no possibility of controlling the other 26 permissions.
All these data, including the information about each permission, are stored in
the App-PIMD warehouse. Figure 3 shows a query that returns this list.

Fig. 3. Using App-PIMD to get the list of permissions of Samsung Health.

2. Obtain Privacy Indicators for Samsung Health. The privacy impact
indicator uses the information about Dangerous permissions. The value calcu-
lated for this app points to a percentage risk of 33.60% (0.336031). The the risk
created by an app that asks permission to access every resource of the device
on which it is installed would be 100%. This indicates that the app does not
seem to be very intrusive. Something which seems surprising, if we consider that
many of them are used to get access to health data.

Table 2 summarizes the privacy risk calculated by the privacy impact metric
for each permission group. The quantitative and percentage values are shown
for each of them. The percentage indicates the rank of each permission group
with respect to the final score of the app. The permission groups that contribute
most to this value are Phone and Contacts, with a relative impact of 37.75%
and 30.96%, respectively. Health permissions follow them with a relative impact
of 24.27%. Again, it seems surprising that health permissions are not the most
significant ones. The explanation comes from the manner in which our metric
operates: the riskness of each permission is assigned considering how it has been
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exploited by malware, so that permissions not exploited by malware are con-
sidered less risky than those already exploited. To our knowledge, there is no
malware ranking in which health permissions have been included.

Table 1. Number of permissions by protection level

Permission Type Number
Dangerous permissions 50
Normal permissions 21
Signature permissions 4
Total 75

Table 2. Privacy impact of each permission group in the Samsung Health app

Permission group Impact Impact (%)
PHONE 0.496785 37.75%
CONTACTS 0.407408 30.96%
HEALTH 0.319328 24.27%
STORAGE 0.016807 1.28%
LOCATION 0.016807 1.28%
NEARBY_DEVICES 0.016807 1.28%
READ_MEDIA_VISUAL 0.008403 0.64%
MICROPHONE 0.008403 0.64%
ACTIVITY_RECOGNITION 0.008403 0.64%
CAMERA 0.008403 0.64%
NOTIFICATIONS 0.008403 0.64%

3. Static analysis and alignment with results of privacy indicators.
Table 3 provides a detailed breakdown of some permissions declared in the app
which were found with a static analysis. Some are Health permissions included
in Android from API level 34, which is something expected in a health app. They
can be easily recognized because their name starts with android.permission.health:
READ_HEART_RATE, etc. Figure 4 shows the evidence of the use of one of
them, android.permission.health:READ_BLOOD_GLUCOSE.

Table 3. Selection of permissions declared in Samsung Health.

Permission Description
READ_HEART_RATE Read the user’s heart rate data.
READ_BLOOD_GLUCOSE Read the user’s blood glucose data.

4 Conclusions

The App-PI privacy impact ecosystem is designed to deal with information about
Android apps that can be used to evaluate their potential impact on user pri-
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Fig. 4. Evidence of the use of READ_BLOOD_GLUCOSE permission.

vacy. Data flows from the data sources where the information is extracted to
calculators that use them to obtain privacy impact indicators, and processes
that verify the accuracy of these indicators. When applied to health apps, we
have found that the potential risk of these apps does not seem to be as high as
we could expect. There are two possible explanations for this surprising finding.
First, these health permissions, which were introduced in Android in October
2023, are used under a model which is less vulnerable to malware. The second is
related to the recent introduction of these permissions: there are as yet no mal-
ware rankings that include health permissions as being among those exploited
by malware. Time will tell which explanation is more realistic.

5 Future Work

The evolution of the Android permission model requires constant revisions of
the information stored in the warehouse. In the first phase of the ETL flow,
the Extract is constantly revised so as to update the data sources, and reflect
changes in the Android permission model. In a similar manner, malware rankings
are revised to update the information used with the most recent knowledge about
privacy threats. In the case of health apps, this is particularly interesting, because
there are as yet no malware rankings that include these permissions. In case they
are found, new ETLs will be prepared to include this information in the App-
PIMD warehouse. In addition, summaries in natural language will be integrated
to improve user readability and comprehension.
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